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citizensec

"CitizenSec" — npoekT, pa3paboTaHHbIN
akcneptamu mssp.global B coTpygHuyecTee

co cneyunanuctammn KomuteTa

no nHpopmaunoHHom GezonacHocTn MLIPUAT PK.
MaTepunan ocHoBaH Ha 6onee yem 10-neTHeM
oneiTe paboTel B chepe knbepbesonacHOCTK.

Hawa nninccms

— NOBbIWAaTh KMBEpPKYIbTYRY,
obyyas HeobX04UMbBIM 3HAHNAM
M HaBblKaM And LUGPOBOro Mupa.
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CopeprxaHume

CoummanbHasa nHxeHepusa. Kak geiicTeyioT
NOWeHHMKIN?
Kakue mMeTofbl U NCUXONOrYeckne Npuémsl oHW

MCNONB3YIOT, 4TO6LI BEOAMTE NHOAEH
B 3abnyxgeHue. Cnocobbl X pacnosHaBaTh.

DuwmHr 1 cnann

OCHOBHbIE METOAb! QULIMHIOBOro
MOLWEHHWYecTea i cnocobbl 3aWMTHTE cebA ¢
NOMOLLEKD NPaKTUHHEIX peKoMaHaaL i,

Hape>kHblil naponb, KaKoill OH?

YaHaiiTe, Kak co3asaTth HangKHbie
Maponu, a TakKe Kakue naponu
HanBonee yAsBUMbl AN B3NOMA.

Don't touch my phone!

Ball TenedoH XPaHUT BCe — OT NMYHBIX AaHHbBIX
[0 DUHAHCOBR. Y3HaiTe, Kak 3alMTUTE ero 0T Yrpos.

WeiH 6a? \Ui- Fi 6ap ma?

DAKTUBKNHI U AesuHbopMaLMa:
Kak 3alUMTUTECA, a Takxe Bce cnocobobl
vMenonsaceaTs Wi- Fi 6ezonacHo.

Monyw4inte — pacnmmwinrechb

YaHaliTe kak CoxpaHnTh Balll NepcoHansHble
HOAHHLIE 11 BALLW SKTUBLI B BE30NACHOCTM.
Bee o salure 3.

Mokadicin nnHe aeHbrin!

DMHaHcoBasA Be30NacHOCTh! KaK 3alluTUTL CBOW
OeHer oT MOLWEHHWKOB.

AdeTkmn — koHdeTKIN

MpocTsie cnocobsl 3aLLUTUTE CBOUX
petei oT kMbepyrpod W MOLWEHHWKOE B
MHTEpHETE,
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CounanbHaa UHXXeHepus.
Kak 0encTByroT
MOLLUEHHUKN?
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CounmanbHas NMHXXeHepuma

CoumnanbHas UHXeHepua — 3TO MaHUNynauuna
ANnA nonyvyeHns KoHouaeHumnanbHon MHGopmMaLynu,
aKTuBauum BpefoHocHoro MO unu BbiNONHEHUA
HY>XHbIX 3/10YMbILWNEHHUKY AEUCTBUN.

BawWnmMm asMoynAamMmn, nCnosib3yA
e CTpax, CPOYHOCTb 1 JOBEPUE.

I MOLWEHHMKN MaHUNYyNNPYHOT




/icnonbzayioT
cTpax
In CPOHHOCTb.

fl 3BOHIO U3 Ballero

BaHKa, HaM HYHO

noATBepAMTb Bally
nHpopMaL M.

r
g

——

daeaT Ha Bac

Hepes CPOHHOCTb.

Bbl 0QMH M3 HaLWMX CaMbIX
LLeHHBIX KNTMEHTOR, U Y HAaC
BNA Bac ecTb 0oco6eHHoe
npegnoXeHue, KoTopoe
TOYHO Bac 3aMHTepecyeT.
XoTute y3HaTh Gonblie?

YTeepxaawrT,

Baw cueT 6yaer 3abNOKMpoBaH,
€CNW Bbl He BbINONHWUTE TpeboBaHnsA.

MpinTeopswTCH
npeacTaemMTeNnsnim
aBTOPINTETHbIX
opraHin3awmnii.

Ha eawem cueTe
sapUKCHpoBaHa
noAo3puUTeNbHanA onepayusa.
JOna oTMeHbl TPaH3aKLUK
noATEEPAUTE faHHble
KapTbl B TeueHue 10 MUHYT.

SaBOEEbIBAIOT
AOBepuie C NONMOLLbIO
JieCTHbIX OT3bIEOB.

ThicAaun Miogen yxe
BOCMONIb30BANUCE
3TUM NpeanoXeHueMm.

HTO ECE TaK AgenalT.

Ecnu coobuieHwe BbI3bIBaeT IMOLMM, COENanTe
naysy. He npegocTtaBnanTe nU4YHLIE faHHbIE,

He OTNpaBnANTe AeHbLrM B CNeLlKe.

MNpoBepsiTe MHOOPMaLUIO Yepes opUuLManbHble KaHanbl

N NO3BOHWTE B OPraHnU3al o HanpAmMyto.
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OULLKMHT U cnaMm.

OcHOBHble MeToAbl PULLIMHIOBOrO
MOLLUEHHMYEeCcTBa W cnocobbl 3aKUTUTb
cebs.
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DunwmHr

— 9T0 Kak pbibanka, Ho 3TO OX0Ta C Lenbko
YKPacTb Balln faHHbIE.

DUIIMHIOBbIE aTakW NPOABAAKOTCSH Yyepes
noggenbHble yBegomMneHua no noyte, CMC
Wnu B MecceHgxepax, Ytobbl 3acTaBuUTb Bac
BBECTW YYBCTBUTENbLHLIE AaHHbIE.

OunHr

Knaccuuyecknit MeTod ¢ NoAAenbHbIMW NMCEMaMU 1 CChINKaMi
Ona nonyyeHna gocTtyna K KOHd)M,[I,EHL[MaﬂbeIM OaHHBIM.

SEO-duwumHr

denKoBble canTbl, NOXOXWE Ha HAaCcTOALLKE, KOTOPbLIE MNOABNAKTCA
Ha NepBbIX CTPOYKax Npu noucke B Bpaysepe.

BuLivHr MansepTan3sunHr
MOLIEHHMKI 3BOHAT BcTpoeHHas BpeaoHoCHas

no TenedoHy, NporpamMma B OHNaiH pekname.
NPUAYMbIBAs PasHble

cueHapum

ANA BbIMaHUBAHUA Spear-punHr
nHGOPMaLnK. LleneHanpaBneHHbIN GULIKHT

Ha OCHOBE COﬁDBHHbIX OaHHbIX
0 KOHKPETHOW NMYHOCTH.

CMULLINHT

MoOLLEeHHWYEeCTBO CH&M-(I)HI].IHHT
yepesz CMC

1 TEKCTOBblE Maccosan pacchoinka
COO0BLLEHUS. GULIMHIOBbLIX NMUCEM,
10




Kak noHATD,
4TO 3TO GUWNIHI?

I OcTaHoBIMTECD,
NMOCNIOTPINTE,
noaymainTe.

2 Mpepynpexpalouiue 3HaKu:

o OWwmnbKN B NnUCbMeE NNU agpece.

« [lpoBepsaAnTe agpec oTnpaBUTENS
N CCbIKN.

» OCTOPOXHO C NMCbMamMMU, \
BbI3blBAKOLLME CUSTbHbIE AMOLMN.

« [poBepaAnTe afpecHyr CTPOKY |
cauTa.
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3 He oTKpblBanTe NO403pUTESIbHbIE
BIOXEHUSA.

4 He genainte npeanonoXeHwn, Bcerga
nposepsunTe.

9 He Bepintecob

Ha Y/IOBKIA

1 BbirogHbile
npeanoXeHu,
coxpaHsuTe
XONnoAHbI PacCyYAOK.




AHaTonmina omnmwimnmHra

1. HacTo UcnonbayTes lcnonb3oBaHWe CPOUHbIX
aKTyanbHbIE TeMbI Unn aMoLMoHanbHoO
3apAXKeHHbIX coobLeHUN
2. CozgaHue danblumBblX (Hanpumep, "AKUMA ucTedeT
3NEKTPOHHbIX MNCcem Uepes HeCKOMbKO Yacos").

C CCbINKaMK Ha
nofaensHble canThl
WU C 3apaxeHHbIMU
BIIOXEHUAMN.

Mcnons3oBaHue cepBepos
ONA MacCOoBOA PacChIIKK
NN B3NOMaHHbIX YY4ETHbBIX
3anuceil ANA OTNpaBKK
nucem, 4tobbl oHK
BblrnAgen

KaK nermTuMHble.



Ccbifka B N1UcbmMe Beget

Ha ¢anblWWBLIA CanT, KOTOPbIA
BbIFNAONT Kak NeruTuMHbIA
{3aKOHHDbINA).

lcnonb3oBaHWe
NONYyYEeHHbIX YYETHbIX
JaHHbIX ONnAa Bxoaa

B HACTOSALINE aKKaYHTbI
KEepTB.

[Ona Toro, 4TobbI KX
He NonManu 1 He 3agepXKanu.

A 9TO y>Xe areHT...

Kak oHIn
noadmpaior
naponm,

N no4Henny

Y HIMX 3TO
nony4aercs?



Hage>XHbI naponb,
KaKoW OH?

Kak cozpaBaTb HaféxHble Naponn 1 Kakue
13 HAX Hanbonee yA3BUMbI 418 B3/IOMa.



[TAPOJIb

CraTucTuka:
o B3/IOMa@HHbIX aKKayHTOB
ucnonb3oBanuv
0 nonynsApHbie Napoan?

Haxe Mapk Llykep6epr 6bi1 B3noMaH
N3-33 UCMONb30BaHNA OQHOI0 Maposis
Ha BCEX aKKayHTax.

3SHaKono?

Mbl 3HaeM, 4YTO Tbl TOXE MHOrAa Tak Aenaellb.
[la n CNnoXxHOo 3anoMunHaTb BCe naponu....

bpytdopc — aTto meTog nogbopa
naponeu nytem nepebopa Bcex
BO3MOXHbIX KOMOUHaUWA.

Cnabble naponn moryT 6blTb
B3/10MaHbl 33 CYUUTAHHbIE CeKYHAbI.
3awmTta npocTa: co3gaganTe
CNOXHbIE U YHUKAJbHbIE NAPONK
ON8 KaX[oro akkayHTa.




PeweHme: l/icnonbayii
nmeHeaxep naponei.

Tunbl Nnaponen No BaXHOCTU:

O6blYHanA BaXXHOCTh

3T Naponu UCNONb3YHTCA
ONA NOBCEAHEBHBIX 3334
N MeHee KPUTUYHBIX
CEepBUCOB.

CouunanbHbie ceTn.
MouToBsble cepBUChI.

- & & @

I BbicoKas BaXHOCTb

9TK Naponu sawuuiaT
AOCTYM K CaMbIM BaXHbIM
W YYBCTBUTENbHBIM
OaHHbIM.

+ BaHKOBCKMEe akKayHTbl W dUHaHCOBbIE
NPUNOXEHUA.

MecceHaxepsl. s [udpoBaHne XecTKOro aucka.
PasnnuHble canTbl M OHNaMH- + [locTyn K MeHegxepy naponem.
MarasuHbl. * YyeTHble 3anucu ¢

CoeerT:

aAMUHUCTPATUBHLIM [OCTYMNOM.

MeHegxep naponen noMoxeT 6e3onacHo
XpaHuUTb BCe NMaposin U UCronb30BaTh
YHUKanNbHbIE, CNOXHble KOMBUHAaL WK

ONA KaXKAoro akkayHra. 3To CHU3UT PUCK
B3/10Ma W 3aWUTUT BaLlW JaHHbIE.

He xpaHuTe BCe naponu
B OQHOM MecTe.

PasgensaiiTe naponun no BaxHoCTH.

WcnoneayiiTe meHepgkepbl naponeit. OHu oBecneuneaoT Ge3onacHoe
XpaHeHWe U yNpaeneHue naponamu.

Co3afapaiTe cNoXHbie M YHUKanbHble Naponu. [1Ns aToro Mcnonb3ayire
BCTPOEHHLIE reHepaTopbl B MeHeaXepax napone.

He nepepaeaiite naponu uenukomM. Ecnu HyXHO NogenuTbCca naponem,
pasjenuTe ero Ha 4acTu W NepejaiTe Yepes pasHble KaHanbl CBA3W.

PekomeHpyeMble MeHepXXepbl: Dashlane, TPassword,

KeyPassXC, Bitwarden,

Enpass.
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Do not tou
my phone!

Baw TenedoH XpaHWT B - OT IMYHbIX
AaHHbLIX 40 GUHAHCOB. .
Y3HaliTe, KaK 3aU{MTNTb ro OT Yrpos.

.
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SalLiTa rag»eToe

Fag>XeTbl BCerga ¢ HaMm — 3T0O KapMaHHble
KOMMbIOTEPDI, FAE XPaHUTCSH BCA Halla

XXW3Hb: OT YacoB 1 poTorpapuin 4o paboTbl
N PUHAHCOB.

CoBpeMEHHbIE CXeMbl M(
BK/IOYAOT BUAE03BOHKN 1A cbopa
BMOMETPUN, YTO MO3BONSAET OGOPMAATL
KpeauTbl ¥ MPOBOAUTE onepaLun

OT Ballero UMeHM.
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PeweHmne:

KniouyeBblie Mepbl 3alLUTbl HalLKUX YCTPOUCTB:

I

20

YcTaHoBUTE CNOXHbIW Nnaponb, NAH-koa
N UCTMONb3yNTe BUOMETPUIO AN1F 3alUTbI
yCTpOMNCTBA.

3arpy>ante NpunoXeHns TonbKo

N3 opurumanbHbIX NCTOYHMKOB:
MpunoxeHusa ns Google Play nnun App
Store 6e3onacHee.

HageXHbI aHTUBUPYC NOMOraeTt
obHapyXuBaTb 1 6510KMPOBaTb
BPe4OHOCHbIe NporpamMmbl.

OrpaHnybTe 4OCTYN NPUITOXEHNI
K BallMM OaHHbIM, YTOObI 3aWUTUTb CBOKO
MHGOpMaLUO.

HacTtpownTte ¢pyHKLUM, no3BONAOWME
oTCNneXXmBaTb MECTOMONOXEHNe
YCTPOWCTBA U yaaneHHO CTUpPaTb AaHHble
B C/ly4yae Kpaxu.

PerynapHo coxpaHsanTe BaXHble AaHHble,
4YTOBbl HE NOTEPATb UX B Cly4ae KpaXku
UNU NONIOMKWM YCTpOMCTBA.



LLIbIH 6a?

daKTUEKWUHT U fe3nHGopMaLms:
KaK 3aluTUTbCA.
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PaKTHEeKUHr
n Ae3mHPopniaLLma:
KaK 3alLiMTINTbCA

[e3nHpopmMauuna - 3T0 HaMepeHHoe BBefeHne B 3abnyxaeHue,
a MMucnHGopMaUmns - pacnpocTpaHeHne HeBepHo MHhopMaLnmn
no owmnbke. Oba BeAyT K HEAOBEPUIO, NOASPU3aLMK U Bpeay
obuiecTBy.

HToO6bl M30exaTb pacnpocTpaHeHa
delkoB:

® MpoeepsiiTe HOBOCTIA B OPILLINANBHDBIX
MCTOHHUKAaX U HAa naaTdopmax
dakTHekmHra, Takmx kak Factcheck.k=
in StopFake.k=.

® Pazemmeaiite KpIMTi4ecKoe MbiwneHume
n nnegnarpanmoTHOCTDb.

& BYAbTe BHUINIaTENbHDBI K 3alWLTe
NNHYHDbIX AaaHHDbIX.

22



0y

Wi- Fi 6ap ma?

Bce cnocobbl MCNONbL30BaTh
Wi- Fi 6esonacHo.




My6nuyHele ToUYKKW gocTtyna Wi-Fi - ato ygobHo, ocobeHHD Ha oTgbixe
WNK B Noe3sfKax, Ho OHU MOTYT BbiTh HebesonacHBIMU.

Laeaiite pasbepem npobnemsl, pUCKKM W KaK 3alMTNTE ceba.

MpoGnembl N pPMCKIA
nyGnm4HbIX TO4HEK AoCcTYynas:

OTcyTcTEME WNOPOBAHUA:
MHorue nyBnuuHbie ceTu
He WUOPYOT AaHHbIE, YTO
OenaeTt ux yA3BUMbIMKY
ONA nepexeara.

B pesynbTaTe Balla NMYHan
MHGOpMaLWA, BKIKOYaA
naponi u puHaHcoBble
OaHHbIe, MOXET 6bITb
yKpapeHa.

PeweHins

ATakn "Jyenosek
nocepeguHe":
MoLUeHHMKK MOTy T
nepexsarbiBaTk AaHHble,
nepefasaeMble MexXay
BaMW W CEThIO, YTO
No3BONALT UM M3MEHATL
WNW KpacTb Bally
WHQOopMaLMKO,

®danblUMBbIE TOUYKUA
pocTtyna:

MoLUeHHWKI MOTY T
cosfaBaTb NoAAenbHbie
CeTH, KOTOPbIe BhIrNALAT
Kak NeruTumMHele.
MNogkno4MBWNCE

K TakoW CEeTW, Bbl HEBONBHO
npeaocTasnaeTe um
[OCTYN K CBOWM AaHHbIM.

’I Menonbayite VPN: 3alméHHbld kKaHan yepes VPN ckpelBaeT Bally

dKTWUBHOCTE M NpegdoTepallaeT nepexear daHHbIX.

O M ® DN
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Mpoeepsiite ceTek: Mepen nogknioyeHnem yoeauTeck, YTo CETh
LEeMCTBUTENbHO NPUHAANEXUT NYGANYHOMY YUPEKAEHWUIO,
a He 3NOYMBbILNEHHUKY.

OTKMIOUMTe aBTOMAaTHYECKOE NoAKYeHune: He nogknoyainTe
YCTPOICTBa aBTOMaTUYECKM K OTKPLIThIM CeTAM, UToBbl n3bexars
cAYYaiHLIX NOAKMOUYSHUA K GankILUWBbLIM TOUKaM AOCTYNA.

McnonbayiATe MOGUABHBIN MHTEPHeT: BpeMeHHo nepeknuynTech
Ha MobunkHeie gaHHble, ecnu Wi-Fi ceTb Hebe3zonacHa.

M36eraiiTe KoHPUOESHUKANbHBIX onepauuin: He coeeplwanTe baHKoBCKWeE
onepaumu unu NoKynku Yyepes nybGnuyHblie ceTu.

UcnonbayiTe peyxdakTopHylo ayTeHTudukaymio: Bknouute
LBYXhaKTOPHYIO ay TEHTUOMKALMIO NS BCEX BaXHbIX aKKayHTOB.



[Tonyuunte -
Paciiidlit 60!

item count:
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cardholder:



NepcoHanbHblie AaHHbIE

— 310 Mobag MHpopMaLus, KoTopas UaeHTUGUUUpPYET

BacC KakK NIM4YHOCTb.

1. OBuwenocTynHble AaHHbIe: MHDOpMaL A, KOTopas MOXeT BbiTb
[OCTyMNHa gpyrum ¢ Bawero cornacusa (Hanpumep, ®10, MUH,

agpec).

2. [laHHbIe OrpaHUYeHHoro gocTyna: MHhopMauus, Kotopas
OXpPaHAEeTCA 3aKOHOM (HanpumMep, MeauyuHCKana, dUuHaHcoBas
UK KoMMepuyeckas MHpopmMaums).

UpenTudUKaLMOHHbIe
paHHble: MWH, ®KO,
AaTa poXAeHus,
nacnopTHble gaHHbIe.

KoHTaKTHble faHHbIe:
afpec NPoOXWBaHWA,
HOMep TenedoHa,
3NeKTpoHHaa noyTa.

dUHaHCOBbIe AaHHble:
HaHKOBCKMWe CueTa,
MHQOPMaLKMA 0 Aoxodax
M pacxoaax.

MepguumuHcKkne
DaHHble: UCTOPUA
BonesHu, pesynbTathbl
aHanw3oe.

ObpazoeaTenbHble
DaHHble: AUNNOMBI,
cepTudKnKaTbl, YpOBEHb
obpazoeaHus.

MNpodeccHoHanbHble
DaHHble: MecTo paboTsl,
OOMKHOCTD,
npodeccuoHanbHble
HaBbIKW.
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JlaHHble 0 ceMeilHOM
NONOXEeHUK:
WHdopMaumna o Bpake,
[ETAX, POACTBEHHMKAX.

HHdopmayuna

0 nepemMeLLeHnsax:
WUCTOPUA NOCELLEHWIA,
reonokaums.




BHimnnaHme!

MNepepn Tem Kak nepefartb CBOM JaHHble, 0BpaTUTe BHUMaHWE:

Llenn c6opa u 06paboTKKn gaHHbIX: 3a4eM WX
cobuparoTt?

CpOK XpaHeHWA faHHbIX: KaK A0Nr0 BallK AaHHble
6ynyT ucnonb3oBaTtbCcA?

Bo3amoxHOCTb nepepaYvyuv aHHbIX TPETbUM NULLAM:

KOMY 1 3a4eM OHW MOTyT 6biTb NepeaaHbl?

TpaHcrpaHWyHylo Nepegavy: MOryT MK BallW AaHHbIe
ObITE NepeaHbl 3a rpaHuLy?

O6WwenocTYNHOCTb AaHHbIX: GYAyT N BallK faHHble
onyb6nukoeaHbI?

Bawmn npaea SauwnueHbl SaKOHOM

B KazaxcTaHe 3aluuTa nepcoHanbHbIX laHHbIX PerynupyeTcs
HeCKOJ/IbKMMM 3aKOHaMM:

« 3akoH PK "O nepcoHanbHbIX aHHbIX U UX 3aluTe" — perynupyet cbop
n obpaboTKy fAaHHbIX, @ TakXKe W NpaBa rpaxaaH.

« 3akoH PK "06 mHbopMaTM3aunn" — 3allnlLaeT gaHHble
B MHPOPMALIMOHHBIX CUCTEMAX.

» [paxpgaHCcKWA KOQEKC — rapaHTUpyeT NPago Ha 3auMTy NUYHON U CEMeNHOW TalHbl.
= YronoeHelh kogekc u Kogekc 06 agMUHUCTPaTUBHLIX NPaBOHAPYLWEHUAX —

YCTaHaBnWeaeT OTBETCTBEHHOCTE 3a HapylleHWe 3aKoHo4aTeNbCTBa
O NepcoHankeHbIX AaHHBIX.
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MNonyyaTb MHPOPMAaL WO O TOM,
KTO U Kak obpabaTtbiBaeT Balu
JaHHble,

Bawm
npaea

MameHATb unu yOanATbe CBOU
OaHHble.

OTo3BaTh CBOE cornacue Ha ux
obpaboTky.

UTo genarb npum HapyweHnm npae?

Ecnu Bawuu AaHHble
ObINU HE3aKOHHO COGpaHhI MNHU UCNONMb30BaHbI:

’I ObpaTuTechk K opraHusauuu, 4onycTUBLLENA HapyLleHue,
¢ TpeboBaHUEM YHUUTOXUTb AaHHbIE.

2 Mopgante xanoby B KOMUTET No MHPOPMALMOHHOA
6esonacHocTM MLIPUAT PK 4yepes noptan e-otinish.

B »xanobe ykaxwure:
e OO 1 KOHTAKTHbIE AaHHbIE.
* [logpobHoe onucaHue HapyLUeHUs.
» [lokasaTenbcTBa (CKPUHLLOTHI, NMCbMa, HAaMMEHOBaHue
opraHusauum u 1.4.).

Kak sawmmtintTb cBOM AaHHbIE?

e YuTaiTe ycrnoBusa NONUTUKA KOHGUAEHUNANbHOCTI Nepes TEM,
Kak cornawatbcsa Ha 06paboTKy AaHHbIX.

e He ny6nukyiiTe 4yBCTBUTENBHYIO MHPOPMALMIO B COLICETAX.

« Mcnonb3ynTe CNoXHble Naponu 1 He NepeaaBanTe ux TPeTbUM
nuuam.

« PerynapHo npoBepsaiTe, KTO MMEET A0CTYM K BallM AaHHbIM.
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Bce o 6e3onacHocTin OLLMN

9nekTpoHHaa uuppoean nognuce (3LIM) — aTo LMdpoBON
aHanor pyKornucHol nognucu, NOATBEPKAAOWUA NOANUHHOCTb,
LeNoCTHOCTb AaHHbIX U UAEHTUDUKAL WO NOAMUCABLUEro NULLA.

Ecnn 3n0yMbILNEHHUKA MOAyYaT
ZocTyn K Tn4HoMYy Krrody SLIM, oHn

P I" c K CMOryT NOANUCBLIBaTb AOKYMEHTbI
OT Ballero UMeHH.

lepbl auwmnrbi:

XpaHuTe KouK B 3al ML EHHOM MecTe (cMapT-
KapTbl, USB-TOKeHbI).

O6Hoenante MO gna pabotel ¢ 3LIM.

Mcnonb3yinTe cNoXHbIE Naponn U MEHSATE MX
perynspHo.

OT3biBaliTe HENCTONb3YEeMbie UM YTepPAHHbIe
Kmoum SLLM!

-3T0 0YeHb BakKHO, Beb MMEHHO aTK KIKO4M Yalle
BCEro 06bIYHO MOXULLAIOT 3N0YMbILLNEHHUKMN.

+ + + +

OTBeTCcTBEHHOCTD:

AOQMWHUCTPAaTMBHaA — 3a HENPUHATME MEP MO 3alluTe U nepegady
3N (cT. 640 KoAIll PK).

YronoBHas — 3a HeENpaBoMepHbIN AocTyn K cucTeme (cT. 205 YK PK).

lNpu HapyweHnax obpalaiiTecb B Komuter
no nHpopmaLmoHHon 6esonacHoctn MLIPUATT PK.
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[ToKa>Xn MHe AeHbru!

duHaHcoBan He30NacHOCTh: Kak 3aWuUTUTb
CBOWM AeHbrn OT MOLWEHHWKOB.
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NMpooGnennbi

e OUWKMHr — noggenbHble canTbl/MMcbMa ANS KpaXu 4aHHbIX.
« CKUMMMWHI — yCTaHOBKa YCTPOWCTE Ha BaHKomMaTax
ANA KONMPOBaHUA AaHHbIX C BaHKOBCKUX KapT.
+ MoweHHMYECTBO C KpeanTaMn — He3aKoHHOEe 0QopMNeHne
KPEeAWTOB Ha Balle UMs.

PeweHinsa

OCcTOpPOXHOCTL ¢ GaHKOMaTaMm

+ MNpoeepsaiTe 6aHKOMaThLlI HA HaNUYNEe CKUMMEpPOB
(nogo3puTenbHble 3NEeMeHTbl Ha KNaBuaType
WNU MecTe BBOAA KapThl).

"Cron-KpeguT" yepes egov

+ MogkntounTe GYHKLKWIO ANA NpefoTBpaLLeHNs
obopMneHus KpeauTor 6e3 Ballero cornacus
(uepes egov UnU MOBUNLHOE NPUNOXKEHWE).

Be3onacHble oHNaH-NNAaTeXMU

+ LenaiTe NoOKYNKU Ha NPOBEPEHHBIX CalTax.
Ucnonb3yinTe oTaenbHYO KapTy AN OHNanH-
naaTexemn ¢ orpaHUYeHHOW CYMMON.

lNpaeuna nonb30BaHWA KapTamu

+ 3D Secure: [TogknouunTe 3aWMTy Yepes baHk,
yTobbl Nony4ate SMS-Kogbl ANsA NOATBEPXAEHUA
onepayuin.

OeyxdakTopHas ayTeHTUdukauus (2FA):
+ HacTtpoiTe goOnonHUTENbHYIO 3aWuTy B BaHKOBCKMX
NPUNOXEHUAX WU Ha canlTax.
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NeTKu-KoHGeTKM

MpocTeie cnocobkl 3aLUTUTE CBONX geTeh
OT Knbepyrpo3 U MOLEeHHWKOB B MHTEpHeTe.
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KinéepobezonacHoCcTb
ANnSa geTein

Hctopusa o TexHonorusx MA: HegasHo 6bin
cAy4yai, Korga MOLIEHHUKN MCNOb30Banm
M gnsa cosgaHns GanelimBoro ronocoBoro
COo0BLEeHNA OT UMEHW poanTenen pebeHka.
PebeHok rnony4un 380HOK C rnpocbboit BbIATH
CO LWKOMbBI M MOexXaTb C He3HaKOMbIM
yennoBekoM. kobbl ero oTnpasnaa Mama.
Bnarogapsa 64UTENBLHOCTH M NPEBULHOMY
0by4YeHMo, pe6EHOK MOHS, YTO YTO-TO

HEe Tak, n coobLymn ob 3TOM B3POCAbIM,
n3bexkaB Cepbe3HbIX NOCNEACTBIIA

OrpaHUIHEHIﬂe KOHTEeHTa.:

CoeeT: MicnonbayiTe HacTpoiiku DNS 1 poyTepa

V Mpumep: YctaHoeute DNS-cepewucel, Takne kak OpenDNS,

DNS-cepBep AHgekca unu Google SafeSearch,
ANA GUNBTPaLMK KOHTEHTA.

pO.qHITeanKIﬂITI KOHTPO/Db:

o0 CogeT: YCTAaHOBWUTE NPUNOXKEHUA ONA POLUTENBCKOrO
3 s KOHTpONA, Takue Kak Google Family Link, utobbl cneguTb

33 aKTUBHOCTbHO pebeHKa B UHTepHeTe.

/icnonbzoeaHine TexHonormin Vil

CoeeTt: CneguTe 3a pa3gBUTHEM COBPEMEHHBIX TEXHOMOMMIA,
TaKWX Kak NofgMeHa ronoca unv nuua ¢ nomMoulsbo M.

ONsA orpaHuJyeHns OCTYNa K HexenaTenbHbIM cainTam.

o0 OBbACHWTE AETAM, UTO He BCEMY B MHTEPHETE MOXKHO J0BepATh.

| - McTopua: Paccka)KuTe UCTOPUKO O TOM, Kak MOLWEHHWKW MOTYT
ncnonssoeate MW ansa cosnavms GanbluMesix BUASO MK

ronocoebix coobueHWin, YTobbl o6MaHyTh WX,
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Koaoeoe cnoeo ¢ pebeHKonn:

CoserT: Co3ganTe cneymanbHoe
KO4O0BOE C0BO, KOTOpoe pebeHOoK

COde MOXXET UCNoNb30BaTb B 3KCTPEHHbIX

34

cUTyauunsax, Ytobbl COOBLWNTL Bam
0 npobrieme 6e30MNacHO U HE3aMeTHO.

MocToaAHHbBIK Ananor:
CogerT: PerynspHo obcyxxaante ¢ 4eTbMW UX OHNaH-
aKTUBHOCTW M 0BBbACHANTE BO3MOXHbIE Yrpo3bl.

O6y4yeHne 6e3onacHoCTH:

CogeT: HayunTte petei pacnosHasaTb onacHbie
CUTYyalL MM, Takue Kak nogo3puTenbHbie coobLeHWA
WNU NPeanoXeHus.

MpoBepka KOHTAKTOB:

CoBeT: BHMMaTenbHO NpoBepanTe,

C Kem obLarnTca Bawm getn B MHTepHeTe. O6bAcHUTE
MM, YTO He BCe JIIDAW B CETU ABNAKTCA TEMU, 38 KOro
ceb4q BbigaloT.

Co3paHue 6e30nacHON cpepbl:

CogeTt: Co3panTte B gome beszonacHoe
NPOCTPaHCTBO A8 06CyXAeHUA NoBLIX BONPOCOB
Wnu Npobnem, CBA3aHHbIX C UHTEPHETOM.

MycTb AETU 3HAIOT, YTO MOTYT 06pPaTUTLCA K Bam
3a NOMOLLLIO B NtoBon cutyauum,
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