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Kubepkayincisgik >xypHanbi

Binim — Byn KopraHbic.
bia cisre Teyekenpepai TyciHyre KemekTeceMis xaHe 63iHi3 6eH xaKbliHAapbIHbI3AbI
Kopfayab! Gipre yiipeHemis.
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citizensec

"CitizenSec" — mssp.global
capanuwsinapel MmeH KP UONASM
AKnapaTTblK Kayincisgik
KOMWTETIHIH, MaMaHgapb! Gipnecin
»acafaH xoba.

MaTepuan kubepkayinciagik
canacbiHgarbl 10 XbingaH actam
ToxXipubere HerisgenreH.

bizaiH, MUCCUAMBI3

— LMbpPnbIK 8neM yuiH KaxeTTi 6inim
MEeH fafAblnapabl YpeTy apKbiibl
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KU6epMaeHUeTTi apTTbipy.



Ma3MyHblI

S/1IeyMeTTIK MHXXeHepusa. AnaskKTap Kanamn
apekeT eTeai?

AnankTapabiH agamaapisl ¥aHdenopipy ywiv
KONAAHAaTLIH 2aicTepi MeH NCUXONOrMANLIK Tacingepid
aHblKTan, onapabl TaHyAbl YRPeHiHis.

DULLKHT XK9He cnaMm

DUWKHITIK anaskTeIKThIK Heriari agicTepi
waHe Kayinciagikke apranrad Taxipubeni
YChIHBICTAp.

CeHiMpi Kynusaces KaHgamn 6onybl kepek?

Cenimgi Kynuacesnepai kanaii xacay
KepEeKTIriH XaHe KaHaan Kynua ceafepll
Byay oHal ekeHairiv 6inidjs.

Don’t touch my phone!

CigfiiH, TenedoHbiHbI3 KeKe fepekTepaeH
KapXhlAblK aknapartka fgeiid 6apnoiFbiH
caKTaiael. OHbl KayinTepaeH Kanam Koprayra
BonaTbiHbIH BiniHis.

LbiH 6a? Wi- Fi 6ap ma?

DaKTYEeKUHT, kanFaH xabapaaH Kanail KopraHyra
BonatbiHbIH XKaHe Wi-Fi-gbl kayincis
nanganauyasiy 6apneiK KoNgapbiH YipeHidis.

AnbIHbI3 - KON KOWbIH,bI3
Heke nepekTepidis BeH akTueTepiHiani

Kayinciagikre caKray ywid Bisgiy keHecTepimiaai
KONQaHblHBI3.

Ak LwaHbl KepceT!

KapxbinsiK Kayincianik: akiuadsl anasKTapaas-
Kanai Koprayra Gonagsl?

Bananap - 6i3fiH, 60onawarbiMbI3

Bananapsiksi3fbl MHTEPHETTEr KnBepkaTepnepaeH
waHe anaskTapnaH Koprayabiy Kapanaiibim
Tacingepi.
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02

IJIEYMETTIK UHXXEHepUA.
AnaakKTap Kanaun spekeT
eTeni?
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SJIeYMETTIK UH)XXeHepusa

INeyMeTTIK UHXeHepua — 6y Kynusa aknapaTThbl
any, snaHabl 6bargapnamMmanbel 6enceHpipy Hemece
anasikKka KaXkeTTi apeKkeTTephi opbiHgay YLWiH
»acanaTtblH MaHUNynALus.

ci3gi onnaHbacTaH apekeT eTyre MaXXOypnenTiH

KOPKbIHbILL HEMeCe KyaHbIL Ce3iMiH Tyablpaabl, WyfbingblkK

XOHEe CEeHIMAINIKTI nanpanaHagbl. OfaH Kapcbl TYPY YLUiH,
@ anaskTapAblH 94iCTepiH TYCIHY MaHbI3abl:

I AnaskTap ci3fiH aMouunanapbiHbi3beH MaHUnynAaLua xacan




KOpPKbIHbILWW NeH

Erep ci3 TananTapgbl opblHOAMAaCaHbI3,
ci3fiH, WoTbIKbI3 ByFaTTanagbl.

Bepenpi yibimpapabiH,
ekingepi 6onbin
KepiHegai.

Kaxer.

Cisgin, WoTbIHbIZAA KYAIKTI
onepauus Tipkengi.
TpaHsakuyusHbl Gonasipmay
ywiH 10 MuHyT iwinge kapTa
AepeKTepiH pacTanbi3.

WyFblNablKThbl

napanaHagbl.
MeH ci3fiu, GaHKiHizgeH

xaBapnacin TYpMbiH,

cisre KaTbiCThbI eKe
aknapaTThl pacTaybiMbi3

LyFbinAabiK, apKbi/bl
I(,bICbIM KepceTegi.

Ciz 6i2qiH, eH, y3aiKk
KNUeHTTepiMi3gin,
6ipiciz, 6i3 cisre
apHaiibl yCbIHbIC
yacarbiMbl3 Kenefi.

Xbinbl cesaep apKbinbi
CeHIMAIniKTi apTThIipagbl.

]

MbiHaaraH agampaap
6YN YChIHbICTbI
= Kongaubin yarepai.
Bapnbirbl conau
ictengi gen

ceHpipepi.

Erep xabapnama cisgiH aMoynanapbiHbi3fbl KO3Farn
¥arca, Kigipic xacaHbi3. OnnaHbacTaH xeke
hepekTepiHisai bepmeHis, acbiFbiC aKLWwa ayfapmMaHbia.

AknapaTTbl pecMu apHanap apKbifbl TEKCepiHi3 Hemece
YiAbIMFa TIKeNen KoHblpay LWanbiHbia.
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03

PULLUHT YXXOHe crnaM.

OUWKMHITIK anaskTbIKTbIH, Herisri agicTepi
¥oHe 83iHi3ai Kopray xongapbl.
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MLLINHI

7 o

— 6yn Banbik, aynay cuakKTbl, bipak MakcaTbl — Ci3giH

OepeKkTepiKi3ai ypnay.

OUWUHTTIK Wabybingap anekTpoHAbIK nowTa, CMC Hemece
MecceHaXepnep apkblnbl XxacaHabl xabapnamanap xibepin,
cesiMTan gepeKTepai eHrizyre utepmerney XonbIMeH KepiHic

Tabagbl.

OUuLUHr

Knaccukanslk agic, xanraH xaTTap MeH cinTeMmenep apkbinb
KYMWA AepeKTepre Kos XeTKiay.

SEO-dUWInHr

LbiHanb! 6onbIN KePIHETIH XaHe i3aey HaTUXeNepiHiH Xofapfbl

>XKafblHga nanga bonartbiH XanfFaH cantrap. ;
BULLIKMHI ManesepTansuHr ‘
AnasfkTap TenedoH OHnanH XapHamMara KipikTipinreH b
apKbinbl KOHbIpay 3nAHAabI Bargapnama. j
wanein, aknapar 5 ‘
any ywiH Typni _
cueHapuanep onnan Spear thIJJHHr N
Tabagbl. benrini 6ip apamfa KatbiCThl
XWHasfFaH gepekrtepre ?

CMULLUHT

CMC Hemece MaTiHOIK
xabapnamanap apkbiibl
XansaH aknapar
Kibepy agici.

Herizgenred MakcaTTbl QULLIHE.

Cnam-pULLIKNHr

OUWVHITIK XaTTapAbliH
Xannai Tapanysbl.



OULWMHITI Kanamn
TaHyfa 6onapgbl?

LLlewim Kabbinpgayra
I acbiknanbi3, 6ipas
Kigipin onnaHbiHbI3.

2 Hasap aypapy kepek 6enrinep:

» XaTTafbl HeMece XibepyLliHiH
MeKeHXalblH4afbl KaTtenep.

» )XibepyLWwiHiH nowTa MekeH>anbl
MeH KipIKTIpiNreH cintemMenepiH,
TEKCEPIHI3. '

o JMOUMANapFa acep eTeTiH
aknapaTtTbl CaKkTbIKMEH
KabblngaHbis.

o CanTTblH MEKEHXaWn XOJbIH
TEKCEPIHI3.
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3 KygikTi KocbiMLlanapabl
awinaHbls.

YXopamangamaHbi3, spkallaH
TEKCepiHi3.

5 Anpgay MeH TuiMai
YCbIHbICTapfa
anpgaHb6aH,bi3,
Ca/IKbIHKAHAbIIbIK Tb
caKTaH,bl3.




PULLMHI aHaTOMUACDHI

OULLIKHITIK Wabybinra
CeHiMAi KOHTeHT
acay:

1. KebiHece e3ekTi
TakblpeINTap
navaanadbinagbl.

2. XanfaH canWTTapra
cintemenep Hemece

3UAHIbI KOChIMLLAnapsl 6ap

XanfaH aNeKTPoHObIK,
XaTTap JalblHOanaabl.

001 Q2

Kypb6aHpapabiH,
HasapblH aypapy
XaHe anpay:

LyFbln HEMece SMOLUUANBIK
TYpFblgaH acep eTeTiH
xabapnamanap
nanganadbinagbl (Mbicansl,
«AKLUMAHbIH anaKTanybiHa
BipHelle cafaT Kanabi»).

1916

@PULLKHr XaTTapbiH

)Kannau Tapary:

Yannaw Tapartyfa

apHaraH cepeepnepai
Hemece xaTTapablH 3aHabl
KepiHyi yLWiH By3bliFaH

Tipkeynik xxasbanapsbl
apkbinel xibepineai.



YcTanmay yuwiH xarnfaH

canTTapabl, XxatTapabl
XaTTafbl CinTeMe 3aHObl KepIHETIH Xibepyre nanganaHbinFaH
KanFaH cantka xibepeqi. aKKayHTTap KoWblnagbl.

Byn eHpi areHr...

KypbaHaapabiH WbIHanbI
Tipkeynik xa3zbanapslHa
Kipy YLWiH anblHFaH
OepekTep KonaaHbinagsl.

Kynusicespepai
Kanan tabapgbi
)X9He onappabiH, 6yn
9peKeTi Here CoOTTi
oonagbi?



CeHiMAi Kynnaces
KaHgan 6onybl Kepek?

CeHiMmai kynuacesgepai Kanai xacay KepekTirid
BHe KaHgaw Kynua cesgepni 6ysy oHai ekeHgirid
Binixis.



CTtaTucTMmKa:

o 6y3binFaH Tipkeynik xasbanapabiH
o 80%-bl KeH, TaparnfaH

KYNuAces3aepai KoNaaHfaH.

TinTi Mapk Llykep6epr 6apnblk Tipkeynik
xasbanapbiHga 6ipaen Kynuaces KongaHraHbl
YLLiH By3blniFaH.

TaHbIC Xarpan ma?

Bi3 ceHiH e kenpe conan xacanTbIHbIHAbI
6inemis. OpuHe, bapnblik KyNnuace3aepai ecte
cakKTay KWblH...

CoHbiMeH KaTap, kubep anemge
OpyTdopc AereH yrbim bap.

Byn anropuTMHIH, kKemerimeH
6apnblK MyMKiH KOMBUHaLMAnapabl
TaHay apKbinbl KYNua cesgepai
Taby agici. 9nci3, Kapananbim
Kynuacesgep bipHele ceKyHa
iwiHae 6y3binybl MyMKIH.




LLlewim: Kynusaces
MEeHe[)XEepPiH KOoNnaaHblH,bi3.

Maponbaepais, MaHbI3AbiNbFbl 60ibIHLLE TYpRepi:

KapanaibiM MaHBI3gbIbIK, I YoFapbl MaHbI3AbINbIK,
Byn Kynuaceanep KYHOEniKTi Byn KyNuAce3aep Kynus
TancelpManap MeH KonxeTiMciz bonfFaH KaHe cesiMTan pepekTepre
Kafaanpa YkeH Kayin TyabipManTbiH KOMKXeTiMainikTi Kopraiapl.
cepBUCTEp YLWIH KonaaHbinagbl.
« OneyMmeTTIK xeninep. + baHKTiK TipKeynik xasbanap MeH
« OnekTPOHABIK NowWTa KapKbinblkK KocbiMLWanap.
cepBucTepi. + KaTkbln OUCKiH wudpnay.
« MecceHoxepnep. + KynuAacesgep MeHeaxepiHe
« Typni calTTap MeH OHNaiH- KomxeTiMgainik.
oykeHaoep. + SKiMLWIiNik KomxeTiMmainiri 6ap
|| Tipkeynik »asbanap.

Kynusacesnep MeHenxepi bapnbik Kynuacesgepai
Kayincia cakTayfa xoHe apbip Tipkeynik »xa3ba

Ke I-Ilec : yWiH 6iperen, kypaeni kombuHaunanapab
KonpgaHyfa kemekteceni. byn 6y3biny Kayniu
aszanTbin, AepeKTepiHi3ai KopFanabl.

bapneik Kynnacesgepai Onapabl MaHbI3AbINbFBIHA Kapai Beninis
Bip wepge cakTaMaH,bi3. (»kofapblina kKepceTinreHaen).

Kynuacespep MeHegXepiH KongadbiHeis. Onap Kynuacesgepdi kayincis
cakTayabl xeHe Backapyabl KaMmTamachkls eTeqi.

Kyppgeni xaHe Gipereit Kynuacesnepni xacaxbi3. On ywWwiH Kynuacesaep
MeHeaxepnepiHaeri KipikTipinred reHepaTopnapibl KonaaHbiHbI3.

Erep ci3 e3 kynuacesiHizbeH GeniceTiH BoncaHbi3, oHel GenikTepre 6enin xibepidis.

Tonsik, Kynuacesni bip cepBucTiH kKemerimeH xibepmeHis. Mbicansl, kynuacesgid bip
BeniriH MecceHaXep apKbinkl, an KanfaH GeniriH KoHblpay Hemece 6acka 6aitnaHbic
apHachkl apKbinel XibepiHizs.

¥cbiHbINaTbiH MeHepgKepnep: Dashlane, 1Password, KeyPassXC,
Bitwarden, Enpass.
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Do not tou
my phone!

Cizgiy TenedoHbiHbI3aa — e nepekTepae
BacTan KapXbinblk akna neinid bapi %
yfa 6onaTbiHbIH

cakTanagpl.

OHbl KayinTepaeH Kanan K
Bininis.
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fap)xeTTepai Kopray

FapxeTTep — byn Gisre KaxeTTi 6apnblk
aknapaTbiMbI3fbl CaKkTayfa MyYMKiHAIK 6epeTiH
KyaTTbl Kanta KoMnbloTepnepi.

Kayinciagirikia
MeH KYNUACS:
3amMaHayu anasKT
AEepeKTepai XuHay ytm
Kipea,.

Byn anaskTapfa CisfiiH aTblHbl3AaH Hecue pacimaeyre
XBHEe KapXbinblK onepauusanap Xyprisyre MyMKiHAiK
bepepni.
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Lewim:

Bi3giH, KYpbIFblNapbiMbi3abl KOpFayabiH,
Heri3ri wapanapbi:

1
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Kypbli¥biHbl KOpFay YLWiH Kypaeni
Kynusaces, NAH-koa opHaTbIHbI3

XOHEe BMOMETPUAHDbI KONLaHbIHbI3.

ONeKTPOHAbI KYPbUFblapbiHbl3fa KOCbIMLWanapabl
TEeK pecMn kespepaeH XykTeHis: Google Play
Hemece App Store KocbiMLLanapbiHbIH, Kayincisgik
nenreni xofapblpak 6onbin Tabbinagbl.

CeHimMpAi aHTUBMPYC 3UAHAbI
bargapnamManapbl aHbikTan, byrarttayfa
KemMekTeceql.

KocbiMLILanapabiH Ci3faiH AepeKkTepiHisre
KOMKETIMAINITIH LUEKTEHI3.

KypbifbiHbIH, KONgaHbICTaFbl OPHbIH Bakbinayfa
)KOHE YpriaHfaH Xafaanaa gepekTepai KalwblKTaH
ellipyre MyMKiHAiK 6epeTiH pyHKUMANapabl
KOCbIN KOMbIHbI3.

Kypbififbl ypraHfaH Hemece by3bifiFaH Xxarganaa
MaHbI3bl JEepPEKTEPAI XOFanTnay YLWiH onapabiH,
KeLLipMEeCIH YHeMi xacan XYpiHi3.



LLibIH 6a7?

DaKTYeKUHr KaHe aesnHdopmMaLlna:
Kanaw KopfaHyra bonagbl?

21



daKTUYEKUHr
XXOHe ge3nHpopmaLua:
Kanau KopraHyfa bonappbil

Oes

uHpopmauusa — 6yn agampapabl daeni WwatacTeipyFa

DafbITTanFaH xanfaH aknapat. An MucnHoopmauus — dyn
XanFaH HeMece KaTe aknapaTTbl abancbi3ga Taparty.
Ekeyi ne ceHiMcisgikke, KoFamaarbl NONApn3aLnsaFa xKaHe
3UAHFA akenemai.

denkTepgi TapaTnay YLiH:

22

XaHanblKTapabl pecMu aepekkesnep
MeH Factcheck.kz, StopFake.kz cuakTbl
dakTuekuHr nnatpopmanapbiHaH TEKCEPIH,i3.

CbIH TYpfbICblHaH onnay

MEeH MegunacayaTTbi/iblKTbl 4aMbiTbIHbI3,
byn cisre o6bEKTUBTI AepekTepai bentapan
nikipnepaeH axblpaTyfa KoMekTece[i.

Xeke pepekTepai Koprayfa MyKUAT 60MblIHbI3.
NHTepHeTTe HeMece aneyMeTTiK Xenineppae
XapuanaraH Kes KenreH aknapaTbiHbi3fbl
anaskTap e3 MyaaenepiHe nanganaHa
anaTtblHbIH YMbITMNaH,bI3.



0y

Wi-Fi 6ap ma?

Wi-Fi-gbl Kayincis naiiganaHy
Xongapbl.




Korampbik Wi-Fi xeninepiH gemansic kesiHge HemMece casxaTTapga KongaHy ete
bIHFainel, Bipak onap Kayincia 6onmaybl MyMKiH. Koramablk, Kayintep MeH e3iHiaai
Kopfay Tecingepid KapacTbipanbik.

Korampabik, Wi-Fi xeninepiHiH,
Macenenepi MeH Kayintepi:

LWngpnayabliH, 6onMaybl: "OpTagarel agam" MXanraH Kipy HyKTenepi:
LWabybinbi:

KeantereH xeninep AnasxTap LWbiHalbl

noepektepgi wuppnamanael, AnankTap ciz BeH xeni KepiHEeTIH xanfaH

Byn xeke aknapaTThl apaceiHOa 6epineTiH eninepni wacanpl,

(kynuAcesnep, kapXbinbIk fepekTepi ycran anybl KOCBINFaH ¥afganaa cigiv

OepekTep) ypnayfa MyMKIHOIK  MyMKiH. HaTuxeciHge: oepekTepiHiare kon

Bepeni. CianiH nepekTepiHis KeTKize anafbi.

e3repTinin Hemece
YPnaHybl MyMKIH.

Wi-Fi-gbl Kayincis naiganasa oTelpbin casaxXatTay XXongapbi:

VPN KocbIHbi3: KoraMablk ¥enire KocblnFad Kesae apkawad VPN KocbiHbI3.
VPN cisgiH gepekTepinisgi wvdpnanibl xaHe onapabl ycTan anynaH Koprangbl.

HeniHi Tekcepiniz: XeniHiH WbIHANLINBIFbIHA K83 XEeTKi3iHi3, MekemMe
Kbl3METKepnepiHeH cypaHels. KyaikTi ataynapel 6ap xeninepaeH aynak
B0OnbIHbI3.

ABTOMaTThI KOCbINyAbl ewWipikis: KypbinfbiHbI3AbIH NapaMeTpnepiHae awbik,
Keninepre asToMaTThl TYpAe Kocbinyabl eLipidis.

KapXxbinbik, onepaunsanap TeK Moounbai UHTEPHET apKbinbl:
Koramabik sxeninep apkbinsl 6aHKTIK onepauuanap Hemece carbin
anynap xacamaHbi3.

ManapTtynap ezekTiniri: bapnbik KypbinFbinapbiHbIizgbIH Kayinciagik
WaHapTyNapbiHbIH 63eKTINIrNH TeKcepiHis.

Eki ¢pakTopnbl ayTeHTUdMKaunaA: Bapnsik MaHbi2obl aKKayHTTap ywiH
eKki hakTopnbl ayTEHTUOUKALUMAHB! KOCbIHbI3.

o G b WON =
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ANbIHbI3 - KON KOWbIHbI3!

Yeke pepekTepidia 6eH akTUBTEpIHi3Ai Kanal Koprayfa
BbonatbiHbIH Bi3aiH KeHecTepimizgeH BiniHis.

item count:
total :

card: xxxx5677987

auth: 586843379
cardholder:



XXeke He pepbec pepekTep

- 6yn 6enrini 6ip azamaTtka KaTbICTbl HEMECE COJ1 AepeKTep
apkbl/ibl aHblKTanaTelH aknapar.

1. XXannbira konmxetimai pepbec gepektep: CisaiH
KeniciMiHizbeH 6acka agampapra KomxeTimai 6onybl
MYMKIH aknapaT (Mbicansl, aTbl-X6HiHi3, XXCH,

MeKeHXaibiHbl3).

2. WekTeyni komkeTiMmai gepektep: KynuanbinbikTbl
cakTayabl Tanan eTefi, XaHe 3aHMeH KopfanaTbiH
Kynuanapabl KamMTuapl (Mbicansl, MeguUnHanbIk,
KapXbl/blK HEMeCe KOMMepPLUANbIK OePEKTEP).

UpeHTHdUKaUUANDIK,
pepektep: XCH, atbl-
KOHI, TyFaH KyHi,
TONKYXaT aepekTepi.

BaiinaHbic gepekTepi:
TypaTelH MeKeHxansbl,
TenedoH HeMipi,
3NeKTPOHALIK NoLTa.

KapxbinblK, gepekTep:
BaHKTiK WoT HeMipi,
KipicTep MeH WeFkICTap
Typanbl aknapar.

MeauLuHanbIK,
hepeKkTep:
MeguurHanblK X yriHy
Tapuxbl, Tangay
HaTuxenepi.

Binim Typanei
aepexktep: binim
neHreni, ceprnoukarTap,
aunnomaap.

Kaci6un gepekTtep:
XyYMBIC OpHBI,
nayasbiMbl, Kacitn
Aafabinapbl.

OT6achl Xargaiibl
Typanbl gepekTep:
Hekere KaTbicThbl
aknapar, 6ananap,
Backa TybIcTap.

Koszfanbic Typanbl
aknapar: bapraH
opbIHAapbIHLIH
Tapuxbl, rEONOKaLWs.
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Ha3ap aypapbiH,bi3!

LepekTepinisai konganyfa pykcat bepmec BypbiH, Keneci
YXanTTapfa Hasap aygapblHbi3:

« [lepekTeppi XXuUHay XaHe eH ey MmaKcaTtTapsbl: Onap
He YLWiH XXnHanagbl?

+ [lepekTeppi cakTay Mep3imi: [lepekTepiHia KaHwa
yakbIT NanganadbinartseiH 6onagbl?

o YWiHwi Tynranapra gepekrepai 6epy mymkiugiri:
Onap KiMre »aHe He YLWiH 6epinyi MyMKiH?

« llekapaapaneik 6epy: [lepekTepiHia wetenre bepinyi

. MyMKiH 6e?
o [lepekTeppin, Xapuanbinbirbl: [epekTepinia

XapusanaHa ma?

Ci3fiiH, KYKbIK TapbiH,bi3 3aH,MEH KOpfasfaH

KasakcTtaHna nep6ec nepeKkTepai Kopfay GipHelle 3aHaapMeH peTTenefi:
« KP "[lepbec nepekTep xaHe onapibl KopFay Typanbl" 3aHbl: [lepekTepai xuHay
XoHe eHaeyni, CoHAan-aK asamaTTapiblH KYKbIKTapblH peTTeni.

« KP "AknapaTTaHabipy Typanbl" 3aHbl: AKNapaTTbiK Xynenepgeri gepekrepai
KopFanpgpbl.

« A3amaTTblK KoeKc: eke XaHe oTbacbInbiK KYNUAHbI KOPFay KYKbiFbiHA
Keningik 6epegi.

» KbINMbICTbIK KOAEKC XaHe IKIMWINIK KYKbIK BY3YLbINbIK Typanbl KOAEKC:

pepbec pnepekTep Typanbl 3aHHaMaHbl OyaraHbl YLLUIH XayankepLinikTi
Benrinengi.
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LepekTepiHisai kim xaHe Kanai
eHAen XaTKaHabiFbl Typansi

CisniH. aknapart any.
KYKbIKTapbiHbi3 iz gf‘pe KTepiHi3Aai e3repTy Hemece

Onapgbl eHfeyre bepreH
KeniciMmiHiaai KaruTapbin any.

KyKbIK TapbiH,bi3 Gy3bliFaH Xarganaa
He icTey Kepek?

Erep gepeKTepiH,i3 3aH,Cbi3 XXMHANca HeMece naipganaHbiica:

By3ywbinbikka xxon 6epreH yibimra XYyridin, gepbec
OepeKTepiKizgi Xorgbl Tanan eTiKis.

KP UOMABM AknapaTTblK Kayincigik KoMuTeTiHe
e-otinish nopTansl apkbifbl WaFbIM XiBepiHi3.

LLlaFbiMaa KepceTy Kepek aknapaTTap:
e ATbI-)X6HiHi3 XXxaHe BalinaHbIC AepeKTepiHis.
o By3yWbINBIKTBIH, TOMbIK CUNaTTamachl.
« Nanenpep (CKpUHWOTTaAp, XaTtTap, YMbIMHbIH
aTaybl xaHe T.6.).

HdepekTepiHi3gi Kanan Kopfayfa 6onagbi?

+ [epekTepni eHaeyre keniciM bepmec BYpbiH KYMUANLINLIK
CancaTblHbIH WapTTapbiH MYKUAT OKbIHbI3.

» JNIeYMeTTIK Xeninepae cesiMTan aKknapaTThbl XXapyusanamaHbis.

« Kypaeni kynuacesgepai KongaHbIHbI3 XaHe onapabl yLiHLwi
TyFanapra bepmeHis.

» [lepekTepiHizre KiMHIH KonxeTiMainiri 6ap eKeHiH yHeMi
TeKcepin OTbIPbIHbIS.
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ALK kayinci3giridii, Kynuanapbl

AnexkTpoHAbIK, LuPpnbIK, kontan6a (LK) — 6yn anekTpoHab!
Ky>KaTTapFa KON KOKFa XoHe onapAblH TYMHYCKanbiFbiH pacTayfa
apHanfaH kypan. On ci3fiH XXeke gepeKTepiHi3ai xKeHe
Ky>KaTTapblHbI34bl KOpFay YWiH nanganaHbinagbl. ALK Karasgafbl
KontaHbaHblH 3nekTpoHabl 6anamacsl Bonein Tabbinagsl.

Erep anasktap cisgiH UK xeke
. = KinTiHi3re Kon xeTkKizce, onap
Ka y I I'l Te p . ci3faiH aTbiHbI3gaH Ky)xaTTapfa

KOJ1 KOSl anagbl.

KopfaHbIC LLapanapbl:

KinTTepni KopFanfaH xxepfe cakTaHbl3 (cMapT-
kaptanap, USB-TokeHgep).

3LK-MeH »yMbIC icTeyre apHanfaH bargapnamanblk,
»KacakTamMaHbl XaHapTbiN OTbIPbIHbI3.

Kypoeni kynuscesnepai navganaHbiHbl3
YKOHEe onapdbl YHeMi e3repTin oTbIpbIHbI3.

MaiaanaHblIMaiTbiH HEMECE XKOFarFaH 3NeKTPOoHAbIK,
UudpnbiK, KoNTaH6a KinTTepid KanTapbin anbiKbi3! byn
eTe MaHbi3abl, cebebi anaskTap kebiHece ocbl KinTTepre
KON XeTKi3yre TannbiHagbl.

+ + + +

Xayankepuinik:

SLK-HBI KOpFay WapanapbiH KabbingamaraHbl YWiH, coHgan-ak ILK-
Hbl YWIHWI TyFanapra bepreHi yliH aKiMLWINIK KYKbIK DY3yLIbIIbIK
Typanbl kKogekcTiH 640-6abbiHbIH 4 xaHe 5-TapmakTapbliHa CanKec
SKIMLLIIK XayankepLinik KapacTbipblfFaH.

CoHbiMeH kaTap, KbinMbicTeiK kopgekcTiH 205-6abbiHa calikec,
aKnapaTThiK XYNere 3aHCbi3 KON XETKI3reHi yLWiH KblTMbICThIK,
>XayankepLlinik KesgenreH.
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AKLUaHbl kepcerT!

Kapxbinblk Kayinciagik: akliaHbl ananKTapaaH Kanan
Kopfayfa bonagpbi?
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Macenenep

o ®duwmHr: [lepektepai ypnay yuwiH xacanfaH xanfaH
cauTTap/xarTap.

o CKUMMMHr: BaHkoMaTTapfa Kypbiiifbiiap OpHaTbIM,
HaHK KapTanapblHbiH 4EPEKTEPIH KeLipy.

» Hecuenik anaakTbik: Ci3fiH aTbiHbI3Fa 3aHCbI3 HECHe
pacimgey.

LLewimpep

e

BankomaTtTapbl TeKcepiH,is: baHkomaTTapaa
CKUMMepnepAiH (nepHeTaKTagarbl HEMeECe KapTa eHrisy
OPHbIHOA KYAIKTI 3NeMeHTTepain) bap->KOofblH TEKCEPIHi3.

Cron-kpeauTt" GYHKLMACDHIH KOCbIHbI3: Ci3giH
KeniciMiHi3cis Hecue pacimaeyni 6bongbipmay yLiH
"CTon-Kpeaut" GyHKUUNACHLIH egov.kz caiTbl HEMece
MoBMNbAI KOCbIMLUIA apKbifbl KOCbIHbI3 .

Kayincis oHnaitH-Tenempgep: Tek TeKCcepinreH cantrap
apkblbl caTbin anynapgbl XacaHbi3. OHNanH Tenemaep
YLIH XXeKe KapTa nanganaHbiHbi3: KapTagarbl
Kapa>kaTThl TeleM COMMacbliHa COMKeCTeHAIPIHI3 .

3D Secure: Onepauunanappbl pactay ywiH SMS-
KofTapAbl any mMakcatbiHga 6aHK apKbifibl KOPFaHbICTbI
KOCbIHbI3.

Eki dakTopnbl ayTeHTudukauusa (2FA): baHkTik

KOCbIMLWanap MeH canTTapia KocbiMLUA KOP+aHbICTbI
OpPHaTbIHbI3.
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Bananap - 6i3aix
bonawafbiMbl3

BananapblHbl3abl UHTEPHETTEFI KMBEepkaTepnep
MEeH anasKTapaaH KopfayablH KapanaibiM Tacingepi.
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bananapfa apHanfaH
Kunbepkayincisgik

XacaHpbl MHTEeNNIeKT JXaHe TeXHONOruanap Typanbi
OKMFa:

XakblHAa anasKTap xacaHgbl MHTeNNeKTTi
naniganadein, 6anaHsblH ata-aHacblHbIH aTbIHaH XanfaH
AaybiCcTeiK xabapnama »acaraH xarfav 6ongbi. banara
benriciz agaMmeH MeKTeNTeH WhIFbIN KeTy Typasnbl
OTIHILUMEH KOHbIpay WanbiHabl, byn KoHblipaynb!
KibepreH "aHackl" nen auTbinabl. Anaiina 6anaHbiy
KbIpafbliblFbl MEH AYPbIC YAPETINreHairi apKacbiHga on
KarpganabiH KY4IKTI eKeHiH Tycinin, epecekTepre
xabapnagnl. byn oHbl ayblp 3apaantapaaH KYTKapab.

KOHTEHTTI WeKTey:

Kenec: DNS xaHe poyTep bantaynapbiH KONgaHbin, KaxeTcis
calTTapra KonKeTiMOiniKTi WeKTeHis.

g Meican: OpenDNS, AHpekc DNS-cepeepi Hemece Google

SafeSearch cuakTbl DNS KbI3METTepiH 0pHaTbIN, KOHTEHTTI
cy3rigeH eTKisiHi3.

ATa-aHa 6akbinaybi:

® e Kedec: banaHblH, MHTepHeTTeri GenceHainirid Kagaranay yuwiH
e = Google Family Link cnakTbl aTa-aHa Gakbinaybl KocbiMLanapbiH
OpPHaTBIHbI3.

XacaHabl UHTeNNeKT TexXxHonornAnapbiH naﬁp,anal-ly:

Kenec: [laybicTel HeMece 6eTTi }acaHabl UHTENNEKT apKbinbl
@3repTy CUAKTbI 3aMaHaywn TexHonoruanap Typansl xabapgap
s e BonbIHBI3. Banianapblm::ia.re! MHTe_pHgT_Te.ri HBapneik Hapce
\ ; WhIHAbIKKA Cail KeNMeNTIHIH TyciHaipiHis.

Oxura: bananapra anaskTapAblH XanFaH BUOec HeMece
AaybicTelK xaBapnamanap xacay apKbinbl Kanam anfaiToiHbl
Typanbl oKuFanapabl altein 6epidis.
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BanaH,bi36eH apHaibl Kof, ce3i:

KeHec: banaHbi3beH Bipre apHanbl Ko
ce3 onnan TabbiHbI3. by ce3 banafa

COd e TOTEHLe Xaffannapaa MacerneHi ciare

34

Kayinci3 xaHe balkanmam XxeTkKisyre
MYMKiHAIK 6epeai.

Y3pikci3 guanor:

KeHec: bananapbiHbi36eH onapabiH, OHManH-
apeKeTTepiH YHEMI TanKbinan OTbIPbIHbI3 XaHe
MYMKiH 60naTbIH KayinTepal TYCIHAIPIHI3.

KayincispgikTi yiipeTy:

KeHec: bananapbliHbi3abl KYAIKTI xabapnamanap
HeMece YCbIHbICTap CUSIKTbI KayinTi Xxargannapabl
aHbIKTayFa YMpeTiHi3.

BbannaHbicTapabl TEKCEpPY:

KeHec: bananapbliHbi34blH UHTEPHETTE KIMMEH
ceinecin XxaTKaHblH MYKUAT TekcepiKi3. Onapfa
VHTepHeTTeri bapnbik, agamMmaap e3fepiH WhiHanbl
TaHbICTbIPbIN OTbIPMaybl MyMKIH €KeHiH TYCIHAIPIHi3.

Kayincis opta Kypy:

KeHec: Yige nHTepHeTKe BalnaHbICThl Ke3 KenreH
cypakTap HeMece Macenenepgi Tankbinayra bonarbiH
Kayinci3 KeHicTik xacaHbl3. bananapblHbl3 Ke3 KenreH
»Karganga CisgeH KeMeK cypan anatbiHbIH BinciH.
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